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Today’s objectives 

Understand scope of the course


Know where to find course resources


Understand course responsibilities


Articulate methodology of modern 
cryptography
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What is cryptography?
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cryptography cryptanalysis

Use math to 
protect information

Try to break 
cryptography

cryptology
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What is this course not about?
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In short…

We will use mathematics to build and 
understand provably secure systems that solve 
particular problems 
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Why Take CS/ECE 407?
Learn the core tools that underly internet security.


Gain an appreciation for how subtle security can be.


Build a stronger understanding of theoretical computer science.


Earn credit towards your degree…


Because it is fun and interesting!
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Classic problem of Secure 
Communication
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Classic Cryptography

Cryptography is a very old subject, but it was not 
until quite recently that we understood it could be 
grounded in solid mathematical principles
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Substitution Cipher

message = cryptographyiscool
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Substitution Cipher

a -> J 
b -> Y 
c -> Z 
d -> K 
e -> C 
f -> I 
…

ciphertext = ZBGNRXPBJNDGQFZXXA

message = cryptographyiscool
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Substitution Cipher

a -> J 
b -> Y 
c -> Z 
d -> K 
e -> C 
f -> I 
…

ciphertext = ZBGNRXPBJNDGQFZXXA

message = cryptographyiscool

Encryption
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Substitution Cipher

a -> J 
b -> Y 
c -> Z 
d -> K 
e -> C 
f -> I 
…

ciphertext = ZBGNRXPBJNDGQFZXXA

message = cryptographyiscool

Encryption Decryption
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Substitution Cipher

a -> J 
b -> Y 
c -> Z 
d -> K 
e -> C 
f -> I 
…

ciphertext = ZBGNRXPBJNDGQFZXXA

message = cryptographyiscool

Encryption Decryption

Notice: both sender and receiver need the “key”
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Substitution Cipher

 possible keys26! ≈ 272

a -> J 
b -> Y 
c -> Z 
d -> K 
e -> C 
f -> I 
…

ciphertext = ZBGNRXPBJNDGQFZXXA

message = cryptographyiscool

Encryption Decryption
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Substitution Cipher

 possible keys26! ≈ 272

Broken! E.g., use frequency analysis!

a -> J 
b -> Y 
c -> Z 
d -> K 
e -> C 
f -> I 
…

ciphertext = ZBGNRXPBJNDGQFZXXA

message = cryptographyiscool

Encryption Decryption
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Babington Plot, 1586

Mary, Queen of Scots Queen Elizabeth I



19761949
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Course Structure
Symmetric key cryptography 
(Alice and Bob have a common key)


Public Key Cryptography 
(Alice and Bob do not have a common key)


Advanced topics

(For instance, Alice does not fully trust Bob)
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Food for Thought

Can you come up with a cipher where you can 
say something provable about confidentiality?


If yes, how big are the keys in your cipher?



Today’s objectives 

Understand scope of the course


Know where to find course resources


Understand course responsibilities


Articulate methodology of modern 
cryptography
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Next time: 

First example of an encryption scheme
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